CITY OF ARMADALE

AGENDA
OF CITY AUDIT COMMITTEE TO BE HELD IN THE FUNCTION ROOM,
ADMINISTRATION CENTRE, 7 ORCHARD AVENUE, ARMADALE ON TUESDAY,
9 MARCH 2021 AT 7.00PM.

A meal will be served at 6:15 p.m.

PRESENT:

APOLOGIES:

Cr H T Jones (Leave of Absence)

OBSERVERS:

IN ATTENDANCE:

PUBLIC QUESTION TIME

Note:
The Audit Committee is a formally appointed committee of council responsible to that body
and does not have any power or duty from the Council. As the matters discussed may be of a
sensitive and confidential nature which, if disclosed could reasonably be expected to impair
the effectiveness of the audit process, the Audit Committee meetings are closed to the
public. – Council resolution CS53/10/2020 refers.

“For details of Councillor Membership on this Committee, please refer to the City’s website
– www.armadale.wa.gov.au/your council/councillors.”

DECLARATION OF MEMBERS’ INTERESTS

CONFIRMATION OF MINUTES
RECOMMEND
Minutes of the City Audit Committee Meeting held on 8 December 2020 be confirmed.
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1.1 - REGULATION OF CONSUMER FOOD SAFETY BY LOCAL GOVENMENTS
REVIEW
WARD

:

ALL

FILE No.

:

M/80/21

DATE

:

5 February 2021

REF

:

FW

RESPONSIBLE
MANAGER

:

Executive Director
Corporate Services

In Brief:
 The City has undertaken a review of

its system and processes for managing
the regulation of consumer food safety
in
accordance
with
the
recommendations from the Office of
the
Auditor
General’s
2020
performance audit in this area of two
other Local Governments. A number
of opportunities for improvement were
identified and implemented.
 Recommend that Council note the City’s
response to the Office of the Auditor
General’s
Performance
Audit
recommendations regarding the regulation
of consumer food safety by Local
Governments

Tabled Items
Nil
Decision Type
☐ Legislative

The decision relates to general local government legislative
functions such as adopting/changing local laws, town planning
schemes, rates exemptions, City policies and delegations etc

☒ Executive

The decision relates to the direction setting and oversight role of
Council.

☐ Quasi-judicial

The decision directly affects a person’s rights or interests and
requires Councillors at the time of making the decision to adhere to
the principles of natural justice.

Officer Interest Declaration
Nil
Strategic Implications
1.2.2 – Provide opportunities to improve health outcomes for everyone.
4.2.2 – Implement business plans and practices that improve service delivery
Legal Implications
Food Act 2008
Australia New Zealand Food Standards Code
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Council Policy/Local Law Implications
Nil
Budget/Financial Implications
Nil
Consultation
Manager Health Services
Executive Leadership Team
BACKGROUND
In June 2020, the Office of the Auditor General (OAG) released an audit report on
“Regulation of Consumer Food Safety by Local Government Entities” (see attached).
The audit reviewed whether local government entities effectively regulate consumer food
safety in food businesses in their local area in accordance with the requirements of the Food
Act 2008 and the Australia New Zealand Food Standards Code.
The City of Armadale was not a participant in the OAG’s audit on this topic, however the
OAG provided findings they believe should be considered by all Local Governments.
DETAILS OF PROPOSAL
The OAG report recommended that Local Government entities should:
1.
2.
3.

4.
5.

Ensure food business inspections are prioritised and carried out according to their risk
classification
Ensure changes to inspection frequencies are only made based on a documented
assessment of compliance history or other urgent requirement
Improve recordkeeping for food business inspections and compliance reporting to:
a.
better understand inspection and compliance history
b.
identify compliance issues and follow-up activities
c.
respond to emerging food safety issues
Develop procedures and staff guidance to ensure non-compliant food businesses are
followed up and Standards enforced in a consistent and timely manner
Work with the Department of Health in the development and implementation of new
electronic food safety inspection and recordkeeping systems.

ANALYSIS
City staff have proactively compared the City’s systems and processes against the OAG’s
audit approach and findings as a benchmarking exercise. This was undertaken by seeking a
copy of the full checklist used by the OAG to perform the audits of the chosen Local
Governments and completing a desktop review to determine where improvements could be
made.
Seven (7) opportunities for improvement were identified which relate to
administrative procedures only and not to any non-compliance with the Food Act 2008. The
opportunities for improvement identified have all been actioned and in most instances
completed.
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The City’s review and response to the Regulation of Consumer Food Safety by Local
Government Entities audit is attached.
CONCLUSION
The City has undertaken a review of its system and processes for managing the regulation
of consumer food safety in accordance with the recommendations from the Office of the
Auditor General’s 2020 performance audit in this area. A number of opportunities for
improvement were identified and implemented
RECOMMEND
That Council note the City’s response to the Office of the Auditor General’s
Performance Audit recommendations regarding the regulation of consumer food safety
by Local Governments

ATTACHMENTS
1.⇩ OAG Performance Report_Regulation-of-Consumer-Food-Safety-by-Local-Government2.

Entities
Regulation of Consumer Food Safety by Local Governments OAG Audit CoA response This matter is considered to be confidential under Section 5.23(2) (e iii) of the Local
Government Act, as it deals with the matter, if disclosed, would reveal information about the
business, professional, commercial or financial affairs of a person
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1.2 - BIANNUAL RISK REPORT - MARCH 2021
WARD

:

ALL

FILE No.

:

M/81/21

DATE

:

5 February 2021

REF

:

FW

RESPONSIBLE
MANAGER

:

Executive Director
Corporate Services

In Brief:
 This report provides a summary of the
risk activities completed in the last 6
months, those proposed for the next six
months and the annual update on the

structure and completeness of risk
registers.
 Recommend that Council note the
Biannual Risk Report for March 2021

Tabled Items
Nil
Decision Type
☐ Legislative

The decision relates to general local government legislative
functions such as adopting/changing local laws, town planning
schemes, rates exemptions, City policies and delegations etc

☒ Executive

The decision relates to the direction setting and oversight role of
Council.

☐ Quasi-judicial

The decision directly affects a person’s rights or interests and
requires Councillors at the time of making the decision to adhere to
the principles of natural justice.

Officer Interest Declaration
Nil
Strategic Implications
4.1.2 – Make decisions that are sound, transparent and strategic
Legal Implications
Nil
Council Policy/Local Law Implications
ADM25 – Risk Management Policy
Budget/Financial Implications
Nil
Consultation
1.
Operational Management Team
2.
Executive Leadership Team
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BACKGROUND
The City’s Risk Management Framework recommends that risk reports containing
information relating to operational risks are provided to Council on a quarterly basis and an
update on the structure and completeness of risk registers is provided to Council annually.
The City Audit Committee reporting is stipulated in the Risk Management Framework on a
quarterly basis to include the following:
1.
2.
3.

Critical and High Risks
Risks with inadequate controls
Strategic Risk register review

The last report on the City’s Risk Management activities was presented to the City Audit
Committee at the meeting held on 5 August 2020. The “COVID-19 Risks and Resilience”
report provided Council with an overview of the risk management and business continuity
initiatives which were implemented to guide the City’s response to the COVID-19 pandemic.
At the City Audit Committee meeting in October 2020 five assessed strategic risks were
presented to the Committee for review and subsequently noted by Council. A separate report
in this agenda presents two recently assessed strategic risks.
The last report on the structure and completeness of the risk registers was reported to the City
Audit Committee and noted by Council in March 2020.
DETAILS OF PROPOSAL
Business Area Risk Review
The formal annual review of the City’s business area risks is incorporated into the
development of the Business Area Plans. In 2020, this process was undertaken by Managers
between October and December.
Twenty eight (28) business areas maintain a risk register. Twelve (12) of these risk registers
haven been formally reviewed, updated and noted as complete. This results in 298 of the 493
business area risks being reviewed or 60% completion rate.
Between October and November 2020, Managers’ attention was focused on Business
Continuity Planning and preparing for a second wave of COVID-19. These Business
Continuity Plans were recently activated with the lockdown imposed during the first week of
February.
It is also relevant to note that during 2020, staff have been required to balance significant
additional workloads and this has placed a considerable strain on many areas of the
organisation. The additional workload has been either directly or indirectly resulting from
the COVID-19 pandemic or due to other organisational change such as the Planning and
Performance Improvement program. This program includes the development of Business
Area Plans, the Four Year Budget and proposals for the new Corporate Business Plan.
Careful consideration has been given to the prioritisation of required actions and in some
instances formal review processes such as the annual review of the risk registers have not
been able to be completed.
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During 2021 new processes are planned for implementation which will result in monthly
reviews of risks at a Business Area team level. This will include a review of risk registers as
well as ongoing discussions of new and emerging risks and assurance of control
effectiveness. The intended outcome of this strategy is to embed risk further into the culture
of the organisation and ensure that monitoring and review of risks is an ongoing process and
not an annual one.
The results of the 2020 risk review process are illustrated in the summary table below:
Inherent Risks
No.
%
Critical
36
7%
High
77
16%
Medium 273 55%
Low
107 22%
Total
493 100%

Residual Risks
No.
%
Critical
0
0%
High
7
1%
Medium 147 30%
Low
339 69%
Total
493 100%

Reviewed
No.
%
7
144
147
298

100%
98%
43%
60%

Control Effectiveness by Residual Rating
Excellent
Good
Inadequate Unknown
Critical
High
Medium
Low
Total

51
81
132
27%

7
88
235
330
67%

0
2
8
10
2%

0
6
15
21
4%

ANALYSIS
The assessment results indicate that 94% of documented Business Area risks have either
good or excellent controls, hence 99% of residual risks are rated as low or medium, which in
accordance with the City’s risk appetite are managed through line Manager oversight and
monitoring and routine procedures.
Within the business area risk registers, there are no critical residual risks. Details of the
business area residual high risks are provided in the attachment to this report. Details of the
risks with inadequate controls will be provided to the next City Audit Committee following a
completed review of all risk registers.
Fourth Line of Defence
The “Lines of Defence Model” is a widely known concept of how different mechanisms work
together to manage risks and ensure controls are implemented and effective.
The Office of the Auditor General (OAG) in the “WA Public Sector Audit Committees –
Better Practice Guide” suggests that there is a fourth defence to be added to the commonly
known three lines of defence. The OAG suggests that the fourth line of defence incorporates
information or audits from external auditors, regulators, parliamentary committees and other
integrity bodies. The activities for each line of defence and the communication flow is
represented in the diagram 1 below.
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Diagram 1: WA Public Sector Four Lines of Defence Model

Source: OAG – Western Australian Public Sector Audit Committees Better Practice Guide
The City’s draft Corporate Business Plan includes the following action:
4.1.3.6 Ensure that the City's operations is proactively compared with the findings
and recommendations of external reviews, such as Office of the Auditor General
Performance Audits, and promptly takes any corrective measures necessary to
ensure compliance
To support the City’s existing processes for identifying new risks and managing existing
risks, a new system of review has been implemented which compares the findings of OAG
performance audits against current City practices to identify gaps. The first two reports of
this kind have been included separately in this agenda in report items 1.1 and 1.5.
Risk management activities planned for 2021
A report on the further development of the City’s risk management system will be presented
to the Corporate Services committee in March 2021. This report undertakes a maturity
assessment of the existing system and determines opportunities for improvement under the
following four categories:
1.
2.
3.
4.

Strategy and Governance
Monitoring and Review
Culture
System and Process
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The actions identified in the report for implementation in 2021 include the following:
Action
Undertake genuine team risk discussions on a
monthly basis at teams meetings
Implement a Team Agenda template which
incorporates risk discussions
Provide guidance to Managers on facilitating risk
conversations with their team.
Formalise and implement a risk escalation process
Risk insight and review reporting discussions at
OMT on a quarterly basis
Business Improvement Coordinator (or proxy) to
attend Directorate Management meetings
quarterly to discuss risk
Executive provided with risk insight and review
reporting for executive leadership team meetings
on a monthly basis
Finalise the draft Business Continuity
Management Response Structure
Review and update the current ICT Disaster
Recovery Plan
Further incorporate the consideration of risk
management in business planning.
Develop and seek endorsement of a Business
Continuity Policy
Implementation of OneCouncil risk management
module
Development of risk reports (through OneCouncil)

Responsibility

Timeframe

All Managers

June 2021

Business
Improvement
Coordinator
Business
Improvement
Coordinator
Business
Improvement
Coordinator
Executive Director
Corporate Services
Business
Improvement
Coordinator
Business
Improvement
Coordinator
Business
Improvement
Coordinator
Manager ICT
Business
Improvement
Coordinator
Business
Improvement
Coordinator
Business
Improvement
Coordinator
Business
Improvement
Coordinator

June 2021

June 2021

June 2021
September
2021
September
2021
September
2021
September
2021
December
2021
December
2021
December
2021
December
2021
December
2021

CONCLUSION
During 2020 many risk management and business continuity strategies and actions were
implemented to respond to the COVID-19 pandemic. The organisation has participated in
additional organisational change through the implementation of the Planning and
Performance Improvement Program. The additional workload and subsequent strain on staff
has meant that some formal operational processes such as the annual review of risk registers
has not been completed in all areas. In 2021 a new system will be implemented to facilitate a
more regular and consistent approach to the monitoring and review of risks.
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RECOMMEND
That Council note the Biannual Risk Report for March 2021.

ATTACHMENTS
1. March 2021 - Risks with High Residual Risk Rating - This matter is considered to be
confidential under Section 5.23(2) (e iii) of the Local Government Act, as it deals with the
matter, if disclosed, would reveal information about the business, professional, commercial or
financial affairs of a person
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1.3 - INTERNAL AUDIT ACTIONS STATUS UPDATE MARCH 2021
WARD

:

ALL

FILE No.

:

M/86/21

DATE

:

8 February 2021

REF

:

FW

RESPONSIBLE
MANAGER

:

Executive Director
Corporate Services

In Brief:
 The status of the agreed actions to address
the recommendations from the City’s first
five internal audits has been reviewed and
updated. A summary of the status of the
outstanding actions and details of the
completed actions are provided.
 Recommend that Council accept the
Biannual Internal Audit Action Status
Update

Tabled Items
Nil
Decision Type
☐ Legislative

The decision relates to general local government legislative
functions such as adopting/changing local laws, town planning
schemes, rates exemptions, City policies and delegations etc

☒ Executive

The decision relates to the direction setting and oversight role of
Council.

☐ Quasi-judicial

The decision directly affects a person’s rights or interests and
requires Councillors at the time of making the decision to adhere to
the principles of natural justice.

Officer Interest Declaration
Nil
Strategic Implications
4.2.2 Implement business plans and practices that improve service delivery
Legal Implications
Nil
Council Policy/Local Law Implications
Nil
Budget/Financial Implications
Nil
Consultation
1.
All Council staff subject to previous internal audit
2.
Executive Leadership Team
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BACKGROUND
During the first 18 months of operation of the new internal audit function, five internal audits
were completed by Crowe. All of these audits have been reported to the City Audit
Committee and endorsed by Council. A list of the completed audits and dates reported to the
City Audit Committee is as follows:
1.
2.
3.
4.
5.

Procurement and Contract Management - 29 July 2019
Armadale Fitness and Aquatic Centre – 3 October 2019
Compliance Audit Return – 3 October 2019
IT General Controls – 26 November 2019
Emergency Management – 5 August 2020

The 2020/21 Internal Audit Plan was endorsed by Council in October 2020 and includes the
following internal audits:

Record Management

Workforce working from home

Management of Contractors and Volunteers

Procurement

Community Consultation
The Record Management Internal Audit was completed in December 2020 and the report is
included in this agenda. The Workforce working from home audit is currently in progress.
The last Internal Audit Status Update report was presented to the City Audit Committee in
March 2020. Hence all information referenced in this report relates to the period following
this meeting to February 2021.
DETAILS OF PROPOSAL
Internal Audit Action Status Update
A register has been established which enables the monitoring of the progress of the agreed
actions which address the auditors recommendations. Progress updates have been provided
from management which include:

Revised status of the action

Proposal of revised completion dates (if appropriate)

Comments on the implementation of the actions.
The confidential attachments includes an overview of the status of the actions and a summary
of the outstanding actions and actions that have been completed since the previous internal
audit status update report presented to the City Audit Committee in March 2020. Actions
previously reported as completed are not included in the summary report.
The requirements of the City’s response to the COVID-19 pandemic and the workload
resulting from the City’s Planning and Performance Improvement Program have resulted in a
re-prioritisation of staff resources. As a result the completion dates for some of the internal
audit actions have been revised and extended.
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Internal Audit Activities undertaken during the period March 2020 to February 2021
1. The 2020 Internal Audit Plan adopted by Council in March 2020 was revised and
amended to cover the financial year period of 2020/21.
2. The end date of the contract for the City’s Internal Auditor, Crowe Australasia was
extended from the end of February 2021 to 30 June 2021 to enable the financial year
internal audit plan to be completed.
3. The Records Management Internal Audit was completed.
4. The Workforce Health and Safety – Working from Home internal audit has
commenced.

Internal Audit Activities Planned for March 2021 to June 2021.
1. Completion of the following internal audits:
a. Workforce Health and Safety – Working From Home
b. Procurement review in Property Services
c. Contractors and Volunteers
d. Community Engagement
2. Undertake a request for quote for internal audit services to complete the community
engagement internal audit
3. Undertaken a request for tender for internal audit services commencing 1 July 2021
4. Prepare an Internal Audit Plan for 2021/22
CONCLUSION
The status of the agreed actions to address the recommendations from the City’s first five
internal audits has been reviewed and updated. Completion dates for some actions have been
revised and extended due to the re-prioritisation of staff resources as a result of the COVID19 pandemic.
RECOMMEND
That Council accepts the Biannual Internal Audit Status update

ATTACHMENTS
1. Internal Audit Status Report Overview - March 2021 - This matter is considered to be
confidential under Section 5.23(2) (e iii) of the Local Government Act, as it deals with the
matter, if disclosed, would reveal information about the business, professional, commercial or
financial affairs of a person
2. Internal Audit Actions Completed since March 2020 - This matter is considered to be
confidential under Section 5.23(2) (e iii) of the Local Government Act, as it deals with the
matter, if disclosed, would reveal information about the business, professional, commercial or
financial affairs of a person
3. Internal Audit Action Actions Outstanding Update – March 2021 - This matter is considered to
be confidential under Section 5.23(2) (e iii) of the Local Government Act, as it deals with the
matter, if disclosed, would reveal information about the business, professional, commercial or
financial affairs of a person
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1.4 - EXTERNAL AUDIT ACTION STATUS UPDATE - MARCH 2021
WARD

:

ALL

FILE No.

:

M/88/21

DATE

:

8 February 2021

REF

:

FW

RESPONSIBLE
MANAGER

:

Executive Director
Corporate Services

In Brief:
 The status of the agreed actions to address
the recommendations from External Audit
reports have been reviewed and updated.
 Recommend that Council accept the
biannual external audit actions status
update.

Tabled Items
Nil
Decision Type
☐ Legislative

The decision relates to general local government legislative
functions such as adopting/changing local laws, town planning
schemes, rates exemptions, City policies and delegations etc

☒ Executive

The decision relates to the direction setting and oversight role of
Council.

☐ Quasi-judicial

The decision directly affects a person’s rights or interests and
requires Councillors at the time of making the decision to adhere to
the principles of natural justice.

Officer Interest Declaration
Nil
Strategic Implications
4.1.2 – Make decisions that are sound, transparent and strategic
Legal Implications
Nil
Council Policy/Local Law Implications
Nil
Budget/Financial Implications
Nil
Consultation
1.
All Council staff subject to Annual Financial Audit, General Computer Controls Audit
and Financial Management Systems review audit
2.
Executive Leadership Team
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BACKGROUND
Every year the City’s (External) Auditor presents an interim report for the Annual Financial
Audit to the City Audit Committee which includes matters raised by the Auditor together
with Management’s responses to those matters. In March 2020, a review of the
implementation of recommendations from the past 5 years was conducted and an update on
the status of the outstanding actions provided to the City Audit Committee. The outcome of
this review indicated that the majority of items were considered complete with only 3
remaining in progress. These three related to annual leave accruals, sundry debtor provision
for doubtful debts and missing pricing on purchase orders. These topics have also been
captured in the most recent audits and hence have not been duplicated in the action status
update report.
The draft 2020 Interim Audit Report for the 2020 Annual Financial Audit was presented to
the City Audit Committee in August 2020. Following some amendments, the final report was
received from the Office of the Auditor General (OAG) on 2 September 2020 and distributed
via memo to City Audit Committee members.
The General Computer Controls audit was undertaken during September and October 2020
by the OAG as part of the Annual Financial Audit. This audit resulted in a number of
recommendations and agreed actions by the City, updates of which have been included in the
external audit status update report.
In accordance with the Local Government (Financial Management) Regulations 1996, the
CEO is required to ‘undertake reviews of the appropriateness and effectiveness of the
financial management systems and procedures of the local government regularly (and not less
than once in every 3 financial years) and report to the local government the results of those
reviews’. This triennial audit was undertaken during June and July 2020 and resulted in a
number of recommendations and resulting agreed actions by the City, updates of which have
been included in the external audit status update report.
DETAILS OF PROPOSAL
A register has been established which enables the monitoring of the progress of the agreed
actions which address the auditors recommendations. Progress updates have been provided
from management which include:

Revised status of the action

Proposal of revised completion dates (if appropriate)

Comments on the implementation of the actions.
The confidential attachments include:
 An overview of the current status of the actions
 Details of the outstanding actions
 Details of the actions that have been completed.
CONCLUSION
The status of the agreed actions to address the recommendations from the City’s annual
financial audit, general computer controls audit and financial management systems review
have been reviewed and updated.
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RECOMMEND
That Council note the external audit status update report for March 2021.

ATTACHMENTS
1. External Audit Action Status Report Overview - March 2021 - This matter is considered to be
confidential under Section 5.23(2) (e iii) of the Local Government Act, as it deals with the
matter, if disclosed, would reveal information about the business, professional, commercial or
financial affairs of a person
2. External Audit Actions Completed – Update March 2021 - This matter is considered to be
confidential under Section 5.23(2) (e iii) of the Local Government Act, as it deals with the
matter, if disclosed, would reveal information about the business, professional, commercial or
financial affairs of a person
3. External Audit Outstanding Actions Status Update – March 2021 - This matter is considered to
be confidential under Section 5.23(2) (e iii) of the Local Government Act, as it deals with the
matter, if disclosed, would reveal information about the business, professional, commercial or
financial affairs of a person
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1.5 - WORKING WITH CHILDREN CHECKS MANAGING COMPLIANCE - REVIEW
WARD

:

ALL

FILE No.

:

M/89/21

DATE

:

8 February 2021

REF

:

FW

RESPONSIBLE
MANAGER

:

Executive Director
Corporate Services

In Brief:
 The City has undertaken a review of

its system and processes for managing
the compliance requirements of the
Working with Children (Criminal
Record Checking) Act 2004 in
accordance with the recommendations
from the Office of the Auditor
General’s 2020 performance audit in
this area. A number of opportunities
for improvement were identified and
implemented
 Recommend that Council note the City’s
response to the Office of the Auditor
General’s
Performance
Audit
recommendations regarding Working
With Children Check compliance.

Tabled Items
Nil
Decision Type
☐ Legislative

The decision relates to general local government legislative
functions such as adopting/changing local laws, town planning
schemes, rates exemptions, City policies and delegations etc

☒ Executive

The decision relates to the direction setting and oversight role of
Council.

☐ Quasi-judicial

The decision directly affects a person’s rights or interests and
requires Councillors at the time of making the decision to adhere to
the principles of natural justice.

Officer Interest Declaration
Nil
Strategic Implications
4.2.2 – Implement business plans and practices that improve service delivery
Legal Implications
Working with Children (Criminal Record Checking) Act 2004
Council Policy/Local Law Implications
Nil
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Budget/Financial Implications
Nil
Consultation
1.
Manager Human Resources
2.
Manager Community Development
3.
Executive Leadership Team
BACKGROUND
In July 2020, the Office of the Auditor General (OAG) released an audit report on “Working
with Children Checks – Managing Compliance” (see attached).
The audit reviewed how WA Health, the Department of Justice and the Department of
Education manage their obligations under the Working with Children (Criminal Record
Checking) Act 2004. The objective of the act is to:
“provide for procedures for checking the criminal record of people who carry out, or
propose to carry out child-related work and prohibit people who have been charged
with or convicted of certain offence from carrying out child related work”.
The Working with Children Check (WWC) is a compulsory screening program which
requires anyone who intends to work with children (which includes employees,
contractors and volunteers) to apply for a Card through the Department of Communities
who assess each application and either issue a card or decline an application. Cards
expire after 3 years and individuals must apply to renew their card before it expires to
keep working with children.
DETAILS OF PROPOSAL
The OAG report recommended that to ensure entities are managing their working with
children obligations they should:
1. Review their policies and procedures and communicate these to staff
2. Ensure their Card records:
a. identify all positions that require a Card and ensure that all individuals in those
positions have a Card
b. capture sufficient information to track and monitor the Card status of all individuals,
including Card number, surname, expiry date and where necessary, date of birth.
c. are complete and accurate
3. Ensure all Cards are valid by:
a. checking the Cards of all individuals against the Department of Communities
database, before they start working with children
b. registering new employees with Department of Communities
c. re-checking all Cards, at least once per year
4. Monitor how they manage Card obligations through regular, detailed reporting on entity
compliance to executive.
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ANALYSIS
City staff have reviewed the report recommendations against the City’s system for
managing these requirements and identified where improvements could be made. Sixteen
(16) opportunities for improvement were identified, fifteen (15) of which have been
implemented. The remaining action to be implemented is a biannual review of the City’s
WWC register which is not yet due for review.
The City’s review and response to the OAG Working with Children Check – Managing
Compliance Audit is attached.
CONCLUSION
The City has undertaken a review of its system and processes for managing the compliance
requirements of the Working with Children (Criminal Record Checking) Act 2004 in
accordance with the recommendations from the Office of the Auditor General’s 2020
performance audit in this area. A number of opportunities for improvement were identified
and implemented.
RECOMMEND
That Council note the City’s response to the Office of the Auditor General’s
Performance Audit recommendations regarding Working with Children Check
compliance.

ATTACHMENTS
1.⇩ OAG Performance Report_Working-with-Children-Checks - Managing-Compliance
2.

OAG Performance Audit - Working with Children Checks - CoA Response - This matter is
considered to be confidential under Section 5.23(2) (e iii) of the Local Government Act, as it
deals with the matter, if disclosed, would reveal information about the business,
professional, commercial or financial affairs of a person
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1.6 - RECORDS MANAGEMENT INTERNAL AUDIT
WARD

:

ALL

FILE No.

:

M/90/21

DATE

:

8 February 2021

REF

:

FW

RESPONSIBLE
MANAGER

:

Executive Director
Corporate Services

In Brief:

An internal audit of the City’s Records
management with a focus on working
from home arrangements found that
there are some opportunities for
improvement
in
relation
to
communication of recordkeeping
requirements, delegations of authority,
revision of policies, procedures and
forms and network access security
controls
 Recommend that Council note and
endorse the Internal Audit Report for
Records Management

Tabled Items
Nil
Decision Type
☐ Legislative

The decision relates to general local government legislative
functions such as adopting/changing local laws, town planning
schemes, rates exemptions, City policies and delegations etc

☒ Executive

The decision relates to the direction setting and oversight role of
Council.

☐ Quasi-judicial

The decision directly affects a person’s rights or interests and
requires Councillors at the time of making the decision to adhere to
the principles of natural justice.

Officer Interest Declaration
Nil
Strategic Implications
4.2.2 Implement business plans and practices that improve service delivery
Legal Implications
State Records Act 2000
Council Policy/Local Law Implications
ADM15 Record Keeping Policy
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Budget/Financial Implications
The cost of the Internal Audit was covered in the budget for Corporate Services. All
recommendations will be able to be implemented using current City resources.
Consultation
1.
Crowe
2.
Eleven (11) staff members
BACKGROUND
In accordance with the City Audit Committee’s Terms of Reference, the Committee is
responsible for reviewing and monitoring the internal audit program and scope of audits,
reviewing reports provided by the internal auditor and overseeing any agreed actions in
response to an audit report received.
In October 2020, Council agreed to extend the contract with Crowe for the delivery of
internal audit services from 28 February 2021 to 30 June 2021 to undertake the following
audits included in the 2020/21 Internal Audit Plan adopted at the same meeting:
1.
Procurement – Property services focus area
2.
Records management
3.
Workforce health and safety – working from home
4.
Management of contractors and volunteers
DETAILS OF PROPOSAL
A review of the City’s Records Management was the first internal audit completed under the
2020/21 plan. The objective of the audit was to assess the systems and processes in place in
relation to capturing, retrieval, retention and disposal of records, focusing on working from
home arrangements.
The scope of the internal audit included the following:
 Recordkeeping plans, policies and procedures, including alignment with the State
Records Act 2000 and the State Records Commission standards and principles;
 Recordkeeping practices with regards to maintaining evidence on decisions made or
actions taken using appropriate delegations and authorisations;
 Processes for managing data privacy; and
 Processes to educate personnel in relation to information management, recordkeeping
practices and privacy requirements.
The scope covered the period April 2020 to July 2020.
The audit involved interviews with staff members from Records Services, Ranger Services,
Building Services, Human Resources, Governance and Business Improvement.
The final report on the Records Management Internal Audit provided by Crowe is attached
(Confidential) which includes findings, recommendations, priority levels and a management
response and agreed actions provided by City staff.
During the audit Crowe observed:
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“the City has a Records Management business unit, which comprises knowledgeable and
experienced personnel dedicated to ensuring the City complies with its recordkeeping
requirements and enhancing records management practices. All personnel across the
organisation are responsible for records management and expectations are clearly
communicated to employees.
The City’s Recordkeeping Plan 2016, its record keeping policy: ADM 15 – Record
Keeping and its Records Services Procedures are in line with the State Records Act 2000
and the State Records Commission Standards and Principles.
Overall, we noted a positive control environment and risk management culture.
Management across the organisation are cognisant of improvement opportunities and
have a desire to implement”
ANALYSIS
The internal audit findings and suggested opportunities for improvement were summarised
into the following areas:
1.
2.
3.
4.
5.
6.

Delegated authority recordkeeping
Internal Forms – Management Approval & Signature
Maintaining a consistent approach to post COVID-19 recordkeeping processes
Records Management Integration with Microsoft Office
Multi Factor Authentication
Policies, Procedures & Other Documentation

The management comments in relation to the findings and agreed actions are provided in the
confidential attachment.
CONCLUSION
The internal audit of the City’s Records Management, with a specific focus on working from
home processes conducted by Crowe, found that there are some opportunities for
improvement in relation to the policies, operating procedures, processes, forms, training and
communication of requirements
RECOMMEND
That Council note and endorse the Records Management Internal Audit report.

ATTACHMENTS
1. Records Management Internal Audit Report - This matter is considered to be confidential
under Section 5.23(2) (e iii) of the Local Government Act, as it deals with the matter, if
disclosed, would reveal information about the business, professional, commercial or financial
affairs of a person
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1.7 - STRATEGIC RISK ASSESSMENT - MARCH 2021
WARD

:

ALL

FILE No.

:

M/91/21

DATE

:

8 February 2021

REF

:

FW

RESPONSIBLE
MANAGER

:

Executive Director
Corporate Services

In Brief:
 Two strategic risks, one relating to data
security and the other to an infectious
disease outbreak have been assessed.
Seven strategic risks from the City’s
strategic risk register have now been
assessed. It is the intention of
management to present a number of
assessed strategic risks at each City Audit
Committee meeting until all thirty two
risks have been assessed.
 Recommend that Council note the
assessment of strategic risks 19 and 24.

Tabled Items
Nil
Decision Type
☐ Legislative

The decision relates to general local government legislative
functions such as adopting/changing local laws, town planning
schemes, rates exemptions, City policies and delegations etc.

☑ Executive

The decision relates to the direction setting and oversight role of
Council.

☐ Quasi-judicial

The decision directly affects a person’s rights or interests and
requires Councillors at the time of making the decision to adhere to
the principles of natural justice.

Officer Interest Declaration
Nil
Strategic Implications
4.1.2 – Make decisions that are sound, transparent and strategic
Legal Implications
Local Government (Audit) Regulations 1996 – Regulation 17
Council Policy/Local Law Implications
ADM 25 – Risk Management Policy
City of Armadale Risk Management Framework
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Budget/Financial Implications
The assessment of strategic risks is being completed in house
Consultation
1.
Manager Information and Communication Technology
2.
Coordinator IT Infrastructure
3.
Coordinator Business Systems
4.
Business Improvement Coordinator
5.
Executive Leadership Team
BACKGROUND

The City’s Risk Management Policy and Framework were adopted by Council in August
2019. Subsequent to this, the identification of strategic risks was facilitated through a
workshop with the Executive.

At the October 2019 meeting, the City Audit Committee were advised that the assessment of
strategic risks would be divided into two parts, firstly identification and subsequently analysis
and evaluation. At this same meeting a list of strategic risks identified by the Executive was
submitted to seek feedback on the list prior to the commencement of the analysis and
evaluation processes.
The Strategic Risk Register contains thirty two (32) strategic risks. Five risks including four
relating to the natural environment and one relating to reputation were assessed and presented
to the City Audit Committee in October 2020

DETAILS OF PROPOSAL
The Executive Leadership Team are progressively working through the list of identified
strategic risks and are following a process which aligns with the international standard for
risk management ISO31000:2018 and involves:
1.
Ensuring the description of the risk, including the causes and impacts is
comprehensive and appropriate
2.
Determining the inherent risk rating by considering the consequence and likelihood
prior to the consideration of mitigating controls.
3.
Determining the controls that the City has in place to mitigate each risk, including an
assessment of the control effectiveness and assignment of control owners.
4.
After taking into consideration the strength of the controls in place, determining the
residual risk rating and comparing this to the City’s risk appetite to determine the
accuracy of the assessment and the requirement for further treatment.
5.
Identification of treatments required to further mitigate the risk and/or opportunities
for improvement.
Two risks have been assessed. One risk relates to data security, the assessment of which was
an agreed action from the General Computer Controls Audit by the Office of the Auditor
General in late 2020. The other risk relates to an outbreak of an infectious disease, and the
assessed risk is a summary of the City’s Pandemic Risk Register. The attached Strategic Risk
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Register includes the assessment of the two strategic risks mentioned. The full strategic risk
register is provided as a separate attachment.
The City’s Strategic Risk Register includes 32 risks and it is the intention of management to
present a number of strategic risks to each City Audit Committee. The risks with a high
residual risk rating have not been accepted by the Executive and further treatments have been
proposed to increase the strength of the controls and further mitigate the risk. In addition,
risks with a residual high risk rating will require biannual reporting to the City Audit
Committee. All of the treatments listed for these risks are able to be implemented using
existing resources or have been included in the 2020/21 budget or submitted as a proposal in
the four year budget process.

CONCLUSION
Two strategic risks relating to data security and an infectious disease outbreak have been
assessed. It is the intention of management to present a number of assessed strategic risks at
each City Audit Committee meeting until all thirty two risks have been assessed. Twenty
five strategic risks are still to be assessed.

RECOMMEND
That Council note the assessment of strategic risks 19 and 24

ATTACHMENTS
1. Strategic Risk Listing Feb '21 - This matter is considered to be confidential under Section
5.23(2) (e iii) of the Local Government Act, as it deals with the matter, if disclosed, would
reveal information about the business, professional, commercial or financial affairs of a
person
2. Strategic Risks - Pandemic and Data Security - This matter is considered to be confidential
under Section 5.23(2) (f ii) of the Local Government Act, as it deals with the matter, if
disclosed, could be reasonably expected to endanger the security of the City of Armadale's
property
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1.8 - 2020 COMPLIANCE AUDIT RETURN
WARD

:

ALL

FILE No.

:

M/143/21

DATE

:

24 February 2021

REF

:

DB/NP

RESPONSIBLE
MANAGER

:

Executive Director
Corporate Services

In Brief:
 Council is requested to consider and

adopt the 2020 Compliance Audit
Return covering the period 1 January
2020 to 31 December 2020 as
presented, noting that there were nine
instances of non-compliance out of
102 questions.

Tabled Items
Nil
Decision Type
☐ Legislative

The decision relates to general local government legislative
functions such as adopting/changing local laws, town planning
schemes, rates exemptions, City policies and delegations etc

☒ Executive

The decision relates to the direction setting and oversight role of
Council.

☐ Quasi-judicial

The decision directly affects a person’s rights or interests and
requires Councillors at the time of making the decision to adhere to
the principles of natural justice.

Officer Interest Declaration
Nil
Strategic Implications
4.1.3 Support the role of the elected body
Legal Implications
Local Government Act 1995
Section 7.13(1)(i) – Regulations as to audits
Local Government (Audit) Regulations 1996
Regulation 13 – prescribed statutory requirements for which compliance audit needed.
Regulation 14 – compliance audits by local governments.
Regulation 15 – compliance audit return, certified copy of etc. to be given to Department
CEO.
Regulation 16 – Functions of audit committee
Council Policy/Local Law Implications
Nil
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Budget/Financial Implications
Nil
Consultation
1.
Executive Leadership Team (ELT)
2.
Key Stakeholders as identified by ELT
BACKGROUND
The Local Government (Audit) Regulations 1996 require every local government to carry
out a Compliance Audit for the period 1 January to 31 December each year and to
complete a Compliance Audit Return (CAR) as produced by the Department of Local
Government.
The CAR is to be:





Reviewed by the Audit Committee;
Presented to Council at a meeting of the Council;
Adopted by the Council; and
Recorded in the minutes of the council meeting at which it is adopted.

After the CAR has been presented to and adopted by Council, a certified copy is to be
signed by the Mayor and CEO for lodgement with the Department by 31 March 2021
together with the relevant section of the council minutes and any additional information
explaining or qualifying the compliance audit.
COMMENT
The CAR is one of the tools available to Council in its governance monitoring role and also
forms part of the Department of Local Government’s monitoring program.
The 2020 CAR once again places emphasis on the need for Council to be aware and
acknowledge instances of non-compliance or where full compliance has not been achieved.
In addition, the CAR also requires (where applicable) Council to endorse details of
remedial action taken or proposed to prevent future like occurrences.
ANALYSIS
In 2019, the City’s internal auditor undertook a high level review of the processes used by the
City in the preparation of CARs for previous reporting years. This review identified scope for
improvement in terms of the level of education and support provided to staff to assist them to
meet their obligations, the quality of the information being recorded, and the City’s
Governance function having a more detailed involvement in compliance audit objectives.
The process used for the 2020 CAR was closely modeled on that used for the previous
reporting year with some improvements with the messaging to staff in respect of the CAR
requirements being simplified compared to the previous reporting year, and commenced
earlier to ensure staff were aware of the impending audit requirement. One on-one support
was offered (and provided) by Governance staff that was tailored to meet the needs of
individual stakeholders to ensure the CAR requirements were met and the information
provided was sufficient.

CITY AUDIT
COMMITTEE - Miscellaneous

28

9 MARCH 2021

The content of the CAR and wording of the questions was again altered by the Department of
Local Government for the 2020 reporting year with some reversions in respect of Integrated
Planning and Reporting and new requirements to account for recent amendments to the Act
and Regulations. In all, there are 102 questions with 10 of those being optional. The
following areas of activity are covered:
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.

Commercial Enterprises by Local Governments (5 questions);
Delegation of Power / Duty (13 questions);
Disclosure of Interest (21 questions);
Disposal of Property (2 questions);
Elections (Gift Register) (3 questions);
Finance (11 questions);
Integrated Planning and Reporting (3 questions);
Local Government Employees (6 questions);
Official Conduct (4 questions);
Tenders for providing Goods and Services (24 questions).
Optional Questions (10 questions)

A total of 98 Officers across all directorates were identified as Key Stakeholders and were
required to respond to all questions relative to their role or functions. All responses were
returned to the City’s Governance service, collated and then forwarded to the CEO and
respective Executive Directors for verification.
A final consolidated return was presented to ELT and approved on 2 March 2020. From the
102 questions, the CAR process identified nine questions where a non-compliance was
recorded, with three of these questions being from the optional questions. Details of these are
outlined in the following table.
Question

Response

Response

Was an annual return in the
prescribed form lodged by all
relevant persons by 31 August 2020?

No

When a person ceased to be a
person required to lodge a return
under sections 5.75 and 5.76, did the
CEO remove from the register all
returns relating to that person?

No

A designated employee did not complete their
annual return by the due date. The employee was
on extended leave at the time. This matter has
been reported in accordance with legislative
requirements.
Some hard copy returns were not removed from
physical files due to office inaccessibility
during the COVID-19 lockdown period.

Disclosure of Interest

Delegation of Power / Duty
Were all delegations made under
Division 4 of the Act reviewed by
the delegator at least once during
the 2019/2020 financial year?

No

The City is currently undertaking a full review
of its delegations in conjunction with its policies.
A systematic approach has been adopted. In
phase one every delegation and policy is
presented to Council via the City’s SOHAG
committee. Phase two will focus on the
systematic recording of delegations.
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Tendering for Providing Goods and Services
Did the local government comply
No
with its current purchasing policy in
relation to the supply of goods or
services where the consideration
under the contract was, or was
expected to be, $250,000 or less or
worth $250,000 or less?

Did the local government’s procedure
for receiving and opening tenders
comply with the requirements of F&G
Regs 15 and 16?

Did the information recorded in the
local government's tender register
comply with the requirements of F&G
Reg 17 and did the CEO make the
tenders register available for public
inspection and publish it on the local
government’s official website?

Optional questions
Did the local government prepare and
adopt by absolute majority a policy
dealing with the attendance of council
members and the CEO at events?

No

No

No

9 MARCH 2021

The City conducted proactively, a number of
audits during the year, including the Financial
Management Review audit, Internal Audits on
Contracts and Procurement risks and controls
and the interim/annual financial audit.
Instances were identified during the reporting
period of non-compliance with the City’s
Purchasing Policy. These incidents were
reported to the Audit Committee, including
further controls measures developed and
management responsibility assigned.
Supplementary information (to the CAR)
regarding the Audit Findings and Management
responses, presented to the Audit Committee are
available in the Audit Committee minutes for
8 December 2020, 1 October 2020, 5 August
2020 and 10 March 2020.
Due to COVID 19 Restrictions resulting in the
closure of the main administration building to
the General Public for a period of the year, not
all Tenders openings were available for public
attendance. The City did provide the information
regarding the details of the tenders to the
General Public that requested it via an email
request to procurement@armadale.wa.gov.au
All tenders we kept securely and remained
confidential until the closing deadline had
passed either via the locked Tender Box in the
main administration building or following the
COVID 19 building closure via the online
system Vendor Panel.
The information recorded in the tender register
complies with the requirements of F&G Reg 17.
Prior to COVID 19 Restrictions the Tender
Register was publically available via a lever arch
folder kept in the Procurement Area. During the
COVID 19 building closure the Tender Register
was available electronically if requested by a
member of the general public via the
Procurement email address.
A draft policy has been prepared, however
further review is required before presentation to
Council in early 2021.
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Did the CEO publish an up-to-date
version of the attendance at events
policy on the local government’s
official website?

No

No policy to publish.

Did the local government prepare and
adopt (by absolute majority) a policy in
relation to the continuing professional
development of council members?

No

A draft policy has been prepared, however
further review is required before presentation to
Council in early 2021.

The disruption during COVID-19 lockdowns and the inability of staff and the public to attend
the administration centre did influence the City’s ability to entirely meet its obligations for
the reporting period. The non-compliance with the review of delegations is a result of the
thorough consideration of every authority and associated policy that is currently in place that
is being systematically progressed through SOHAG and then to Council.
The matters relating to purchasing have been identified and reported through the City's
system of internal and external audit and the implementation of the agreed management
actions to address this will be reported back to the Audit Committee.
CONCLUSION
It is recommended that 2020 Compliance Audit Return as presented as an Attachment to
this Report, be approved by Council.
RECOMMEND
That Council:
1.

Adopts the Compliance Audit Return (CAR) for the 2020 calendar year
presented as an attachment;

2.

Acknowledges that the 2020 Compliance Audit Return presented as an
attachment will be subsequently jointly certified by the Mayor and Chief
Executive Officer for submission to the Department of Local Government,
Sport and Cultural Industries.

ATTACHMENTS
2020 Compliance Audit Return - City of Armadale
1.⇩

COUNCILLORS’ ITEMS
Nil
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